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PROGRAMME OVERVIEW:

Get hands-on experience and essential knowledge to step confidently into the mmm
world of cybersecurity. Whether you're curious about hacking, networks, or
bug bounties, this program is your gateway to mastering the basics.

Duration:2 MONTH
FRIDAY & SATURDAY-2hrs
1 month of Internship

KEY FEATURES

e Hands-On Cybersecurity Training with real-world tools like Nmap, Burp
Suite, and Linux.

e Beginner to Advanced Concepts covering networks, web security, and
vulnerability testing.

e Real-World Projects and Assignments to build practical skills and
confidence.

e Bug Bounty Foundations: Learn how to find, exploit, and report security
bugs professionally.

e Expert-Curated Curriculum focusing on the latest cybersecurity
techniques and tools.

e International intrenship in a US based company online/offline

COURSE MODULES

e Introduction to Cyber Security & Ethical Hacking
e Exploring Networks - Part 1 (Basics)

e Exploring Networks - Part 2 (Intermediate)

o Exploiting Networks

e Introduction to Windows & Windows Fundamentals
e Introduction to Linux for Hackers

e Hacker's Lab Setup(Windows & Linux)

e Linux Commands & Fundamentals

o Exploring Web Pentesting & Bug Bounty

e OWASP Top 10 Vulnerabilities

e Bug Bounty Lab Setup



e Bug Bounty Tools Installation & Usage
e Reconnaissance (Active & Passive)

e Google Dorking

e Social Engineering

e Live Bug Hunting (Guided)

o Capture The Flag (CTF) Challenges

¢ Automation & Scripting Basics

e Reporting & Documentation

e Certifications & Career Roadmap
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